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Madam Chair, Mr. Vice Chair, and Ranking Member Gutierrez, | am honored to be here.
My nameis Alice Fisher, and | serve asthe Deputy Assistant Attorney Generd in the Crimina Divison,
where | oversee the Counterterrorism Section and one of its components, the DOJ Terrorist Financing

Task Force. | appreciate the opportunity to discuss our progressin the area of terrorist financing.

The Department of Judtice targets the financiers of terrorism as aggressively as those terrorists
who commit violent acts. We make no distinction between those who carry out terrorist attacks and
those who knowingly support, manage, or supervise terrorist organizations. Currently, the Department
is pursuing over 70 crimind terrorigt financing or materid support investigations. Over the past 18
months, the Department of Justice has charged 61 individuas in cases involving terrorist support, to
such groups as al Qaeda, Hamas, Hizbalah and Pdestinian Idamic Jhad, or “P1J.” The Department
has dso charged 33 personsin cases involving the terrorism-rel ated sanctions program of the
International Emergency Economic Powers Act, or “IEEPA." Findly, the Department has charged
over 20 individuaswith illegdly operating an unlicensed money remitting service, or “hawaa” All of
these charged individuas face subgtantial pendties, including lengthy prison sentences. Our messageis

clear: we will bring justice to the full network of terror.



The Justice Department’ s Terrorist Financing Enforcement Program involves two critical and
complementary aress. (1) developing intelligence about terrorists and their financid supporters and (2)
combining this intdligence with other evidence to disrupt terrorigt financing through aggressve crimind,
civil and regulatory law enforcement in United States courts.  The successes that | will outline below
demondtrate the achievements of the Terrorist Financing Task Force, the U.S. Attorney’ s Offices and
the FBI’s Terrorist Financing Operations Section, who have used both intelligence and enforcement in

an effort to cripple those terrorist organizations who seek to harm.

Material Support Charges

One of the most powerful tools againgt terrorigt financing isthe crime of “providing materia
support” to terrorists, 18 U.S.C. section 2339B. Thanksto Congress, in enacting the USA PATRIOT
Act, this crime now carries a pendty of up to 15 years and, in some ingtances, life imprisonment. This
datute dlows law enforcement to act early, during the stages of planning and development, rather than

waiting for terrorist attacks to occur.

The Department of Justice has used the materid support offense to disrupt terrorist jihad cdls
in Buffao, Portland, Seettle, Detroit, and in the recently concluded case of John Waker Lindh. We
have dso used it in drugs-for-wegpons plots in Houston and San Diego. Just last week in North
Caroling, in thefirst § 2339B case to be decided by ajury, the court sentenced Mohammed

Hammoudeh, the leader of the Charlotte Hizbalah cdll, to 155 yearsin prison.



It isuseful to look at some of the specifics of these cases to address this Subcommittee’ s
interest in what the Department has learned about how terrorist organizations obtain support and how
the Government can try to cut off such support. Although we are involved in the process of designating
terrorist groups for international asset-freezing purposes and defending any civil chalenges, | am going

to focus on crimind prosecutions, and cases that involved funding to al Qaeda, P1J, and Hizbdllah.

1. TheBrooklyn al Qaeda funding case. Last week the Department of Justice announced
that charges of materid support to al Qaeda and Hamas had been brought in federa court in Brooklyn,
New York againgt two Y emeni nationals, Mohammed Ali Hasan Al-Moayad and Mohshen Y ahya
Zayed, who were arrested in Germany following an undercover sting. Asthe complaint aleges, d-
Moayad clamed to have persondly provided $20 million to Usama Bin Laden. Using an undercover
informant, the FBI captured Al-Moayad boasting about his involvement in providing money, recruits
and suppliesto al Qaeda, Hamas and other terrorist groups, in part from monies he collected from
collections at the Al Faroug mosgue in Brooklyn. He dso claimed to be Usama Bin Laden's spiritua

advisor.

2. The Tampa P1J Funding Case. In Tampa, Florida, we recently obtained charges against
Sami Al-Arian and seven other persons, including three of the main oversess leaders of the Paestinian
Idamic Jhad. Astheindictment details, the Pdestinian Idamic Jhad is respongble for the murder of
over 100 innocent people, including a 20-year-old American student. Like HAMAS, Pl rgjects

peace as a solution to the Isradi-Padestinian conflict, and has engaged in a campaign of suicide



bombings and armed attacks that have taken the lives of hundreds of innocent victims. The Tampa
defendants are charged with a racketeering conspiracy, with conspiracy to commit murder, and with

conspiracy to provide materid support to PIJ.

Asdetalled in the indictment, Sami Al Arian, as aPlJ leader and Secretary of the Shura
Council —the worldwide governing body for PIJ— attended conferences, spoke openly of his hatred for
Israel and of the need for its violent destruction, and actively engaged in PlJ operations. He spoke to
P1J s leaders by phone, helped them with financid matters, resolved internd disputes, raised and sent
funds, and used his fax machine to help the group claim credit for terrorist attacks. When Fathi
Shigaqi, PIJ sworldwide leader was killed in 1995, his role was assumed by defendant Ramadan
Shdlah, avigting scholar who, just months before, had been employed in Tampaby Al-Arian’stax

deductible charitable foundation.

When PlJwas designated as a Foreign Terrorist Organization in 1997, Al-Arian attempted to
adopt the voice of moderation and denied that he was ever affiliated with PIJ or acquainted with any of
its leaders such as Shigagi and Shdlah. Unfortunately for Al-Arian, the court-approved eectronic
survelllance of his office remained in place, while he continued to engage in the same conversations,
with these same P1J leaders, about the same type of matters as he did before PIJ was publicly branded

aterrorist group.

The 121-page indictment cons g, in large part, of words coming out of the defendants own
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mouths and word processors, in communications they believed at the time to be grictly between
friends. The USA PATRIOT Act and arecent judicia opinion changed that Stuation. Congress

deserves thanks for creating the legal mechanisms that permitted us to bring this case.

3. TheCharlotte Hizballah Funding Case. Findly, aword about the Charlotte Hizbdlah
case that, as| mentioned, recently resulted in a 155-year sentence for the main defendant. What
garted out as a suspicion noted by alocd, off-duty sheriff ultimately uncovered a massve cigarette
smuggling and tax evasdon scheme involving severd Lebanese men. In pursuing that interagency
investigation, which involved the sde of these untaxed cigarettes at deep discounts in Michigan, the
federd prosecutors were gpproached by FBI intelligence agents with arather surprising fact: their fraud
subjects were part of a Hizbdlah cdl which had received ingructions from and provided financid
support to well-known terrorists in Beirut, and their activities had been captured through eectronic
aurvelllance. Theinvestigation led to Canada, where the Canadian government had been monitoring
some of these same subjects purchasing materid, including: night vison devices;, mine and meta
detection equipment; video equipment; advanced arcraft design software; computers and
communications equipment; stun guns, drilling and blasting equipment; military lensatic compasses and
globd positioning systems; optica equipment; laser range finders; and radar systems. An
unprecedented level of cooperation from Canadian intelligence that also involved eectronic methods led

to the conviction of 18 individuas of a number of crimes— included materia support charges.

We may never know for sure whether the Charlotte Hizballah case prevented terrorist acts or



the loss of innocent lives. We do know, however, that Hizba lah relied on U.S.-based operatives and
support, thet some of the fundsillegdly sent to Hizballah overseas derived from crimind activity, and
that the Charlotte cdll’ s leader will never have an opportunity to assst this or any other terrorist group

agan.

These devel opments would not have been possible without dedicated state law enforcement
officerswho acted on their hunch. Nor would these successes have been possible without a strong FBI
intelligence apparatus that was keeping e ectronic tabs on people operating in the U.S. as agents of

foreign terrorist organizations. This case again demongtrates the power of international cooperation.

Other Charity Prosecutions

Asterrorist organizations have been named on U.S. ligts, their operatives have been forced to
find other ways of railsing funds. Not surprisngly, some of them have turned to U.S.-based charities.
We have taken law enforcement action againgt some of them, including the Holy Land Foundation for
Rdief and Development, whose chairman is currently under indictment (along with his co-defendarnt,
HAMAS leader Mousa Abu Marzook) in Dallas for prohibited financia dedlings with terrorists).
Benevolence International Foundation’s Executive Director, Enaam Arnaout, recently pleaded guilty in
Chicago to operating his charity as a Racketeer Influenced Corrupt Organization (RICO) enterprise
and falling to tell donors that their money was being used to support violent jihad. A few weeks ago,

Dr. Ré&fil Dhafir and three others were charged in Syracuse with using ther charity, "Help the Needy,"



to illegdly transfer moniesto Irag.

Prosecuting Hawala

Section 373 of the USA PATRIOT Act has emerged as a gdwart force against the operation

of unlicensed money transmitters, sometimes known as hawalas, and is akey tool in our law

enforcement arsena where evidence of terrorist support is unavailable. Before passage of the USA

PATRIOT Act, only two matters had been charged under 18 U.S.C. 8 1960 (“prohibition of illega

money transmitting businesses’). Since the PATRIOT Act amendments, there have been amost two

dozen persons charged, including:

Mohamed Hussein, arepresentative of the a Barakaat financia network that was designated as
terrorigt-affiliated, who was convicted in April 2002 for operating an unlicensed foreign money
transmitta business which trangmitted some transmitting $3 million to the United Arab Emirates.
Hussein was sentenced to 18 months in prison, followed by two years of supervised release;

Persons effiliated with the Al-Sheiffa Family Trugt, charged in Sesttle with operating an
underground money transfer network thet is believed to have funneled roughly $13 million to
Irag; and

Fifteen defendants in Brooklyn and three in Buffao, charged for their involvement inillegd

money trangmitting businessinvolving Y emen.

Intelligence Gathering

The intelligence gathering aspects of the terrorist financing enforcement program are likewise



essentid to the prevention of future terrorist acts. Suspected terrorist financiers and supporters within
the United States are monitored by a nationwide program managed by the Counterterrorism Divison of
FBI Headquarters, with the assstance of the Justice Department’ s Office of Intelligence and Policy
Review and the Counterterrorism Section of the Crimind Dividon. This program uses dl surveillance
tools and methods available, including those authorized under the Foreign Intelligence Survelllance Act
of 1978 to develop information on anyone in the United States believed to be acting on behalf of a

foreign terrorist organization or a state sponsor of terrorism.

Classfied information developed by the FBI’s Counterterrorism Division is now being shared
with agents and prosecutors involved in crimind law enforcement functions. This grester sharing of
information is the result of statutory changes to the Foreign Intelligence Survelllance Act that resulted
from the passage of the USA PATRIOT Act, dong with arecent decison of the Foreign Intelligence
Surveillance Court of Review, which upheld improved information sharing procedures that we
promulgated within the Department. Working with FBI agents, prosecutors around the country now
systematicdly review thisintelligence with the god of determining how best to stop the flow of fundsto

terroriss.

L essons L ear ned

Our terrorigt financing efforts so far have illustrated anumber of lessons. Firdt, terrorist



supporters are adaptive, and they exploit weskness in our financia and legd systemsin reactionto U.S.
efforts to disrupt their operation. When the U.S. began promulgating lists of terrorists and barring
financid transactions with them, the terrorist supporters dmost immediately stopped their open support
and instead established or took over U.S.-based charities. Second, terrorist supporters often generate
funds through fraudulent activity. Findly, a collaborative action, involving the synthess of intelligence
and law enforcement tools, cooperation between state and federa personnd, and a recognition that the
terrorigt financing problem knows no international boundaries is absolutely essentid if we are to defeat

terrorism in Al of itsforms.

Conclusion

To conclude, al of these cases, taken together, illugtrate the interplay among a number of
factors relevant to our terrorist financing crimind enforcement. The tragic events of September 11
made clear how necessary it isfor usto bring these various factors to bear in our law enforcement
efforts. We are now beginning to reap the benefits. Information developed in the course of foreign
intelligence can now be reviewed by law enforcement personnel and, in gppropriate circumstances,
declassified for use in court proceedings. State and federd law enforcement are working together in
counterterrorism efforts like never before. Our international partners have joined us not only to freeze
terrorist assets but also to meet specific evidentiary needs in particular crimina matters. These factors
were made possible by the USA PATRIOT Act and counterterrorism funds authorized by Congress.

For these tools and funds, we are sincerely grateful, and the American people should be as well.



| once again thank the Subcommittee for the opportunity to describe the Crimind Divison's

effortsin the area of terrorist financing. | am happy to try to answer your questions.
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